


Gen AI Images purporting to show North Carolina flooding, 2024



Membership 5.000 +



Pillars of Transparency and Authenticity
CONTENT AUTHENTICITY  INIT IATIVE

Detection

Policy

Education

Provenance



Provenance
CONTENT AUTHENTICITY  INIT IATIVE

The basic trustworthy facts about the 
origins of a piece of digital content. 
(image, video, audio recording, 
document)



Provenance

The basic trustworthy facts about 
the origins of a piece of digital 
content (image, video, audio 
recording, document).

Instead of guessing what is fake, we can provide information about the truth.



Provenance
CONTENT AUTHENTICITY  INIT IATIVE

Proving what things are
(As opposed to detecting what is false)

‣ Creators

‣ News media

‣ Generative AI

‣ Consumer Protection

‣ Insurance

‣ Auditing

‣ Medical/Scientific 

‣ Satellite imagery

‣ Law enforcement‣ Brand reputation

‣ Election Integrity

‣ Archival use



Content Credentials

A “digital nutrition 
label” for online 
content

• Photos
• Video
• Audio
• Gen AI
• And more…..



Content Credentials (from C2PA)
CONTENT AUTHENTICITY  INIT IATIVE

1. 
Capture
Work with manufacturers 
to integrate Content 
Credentials into 
smartphones and 
cameras.

2. 
Edit
Integrate Content 
Credentials into editing 
tools, both Adobe products 
and others.

3. 
Publish
Publishing systems 
maintain Content 
Credentials throughout 
their platforms.

4. 
Trust
Clear & universal user 
experience reveals 
provenance 
information.



CONTENT AUTHENTICITY  INIT IATIVE

Content Credentials





Invisible Watermarking

Fingerprinting

Three Components of Resilience

Cryptographically 
Secure Metadata

Durable Content Credentials



Protection From Data Scraping

Do Not Train



Specification (v2.2) Available -
https://c2pa.org/specifications/

On its way to becoming an ISO standard (ISO 22144)



What about AI?

CONTENT AUTHENTICITY  INIT IATIVE







ARCHIVAL USE CASES

CONTENT AUTHENTICITY  INIT IATIVE

- Add Content Credentials while digitizing physical items

- Display Content Credentials on archival interfaces
- DAMS attaches Content Credentials at time of download

- Retrofit Content Credentials to existent digitized archives



‣ Standards organization

The Coalition for 
Content Provenance 
and Authenticity (C2PA)

CONTENT AUTHENTICITY  INIT IATIVE

‣Within Linux Foundation

‣ 500+ tech companies involved

‣ Adobe Chairs TWG



Growing CAI & C2PA Momentum – 2024

Feb ‘24

OpenAI announces 
support for C2PA 
and implements 
Content Credentials 
for images 
generated by DALL-
E 3

April ‘24 May ‘24

Sept ‘24 Oct ‘24

Jan ‘24





CONTENT AUTHENTICITY INITIATIVE

Phones



CONTENT AUTHENTICITY INITIATIVE

OpenAI



SmartFrame

CONTENT AUTHENTICITY INITIATIVE



SmartFrame

CONTENT AUTHENTICITY INITIATIVE



CONTENT AUTHENTICITY INITIATIVE

BBC News



CONTENT AUTHENTICITY INITIATIVE

LinkedIn



Content Credentials in Action



Provenance
•Secure Metadata
•Invisible Watermarking
•Fingerprinting

THREE KEY PILLARS

Education
• Media Literacy
• Societal Education
• Consumer Education

Policy
• Forming 
• Implementing
• Enforcing



Enterprise Content Credentials
Take control of your assets with transparency and attribution 

CONCEPT

The challenge:
Enterprises must understand asset creation 
in their workflows and ensure asset 
integrity for customers

How we’re solving it:
Transparency: Track content creation, including 
AI usage, and maintain provenance records, even 
if redacted publicly

Retrieval: Quickly locate assets. Audit their origin 
and custody with watermarking and 
fingerprinting

Attribution: Embed identity in assets to ensure 
genuine customer connection with the enterprise

CAI - API Services Pilot

• Configuration
• Signing
• Watermarking
• Lookup and retrieval
• UI Toolkit



One slide added by Arno Fiedler:

Any  European Perspective 
on CAI and C2PA needed?

Axel Springer
stern
dpa
Leica
D-TRUST
Nimbus 



Join Us
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